TCCCPR 2018 TRAI Regulations
SMS PE-TM Binding




What is TCCCPR 2018 ?

The Telecom Commercial Communications Customer Preference Regulations (TCCCPR) 2018, introduced by the
Telecom Regulatory Authority of India (TRAI), aims to reduce unwanted commercial communications and
enhance consumer protection. It mandates telemarketers to register with Telecom Service Providers, obtain
customer consent before sending messages/originating any Promotional, and adhere to stringent guidelines. The
regulation also establishes a robust complaint management mechanism, enabling consumers to report violations

easily. By promoting transparency and fair billing practices, TCCCPR 2018 seeks to safeguard consumer interests
in the telecommunications sector effectively.
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* Definition

* Stakeholders

* Abbreviations & Key Participants

* Flow of Chain

* Chain Initiation by PE

* Role of TM — Aggregator & TM — Delivery (Registered with Jio & Not Registered with Jio)
* Acknowledgement of Chain by PE
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Stakeholders Jio

Principal Entity -
A company or individual that wants to send commercial communications to customers. This could be a business,
sole proprietor, partnership firm, or government organization ensuring compliance with regulations, including

customer consent. They must register on DLT platforms.

Telemarketer -
A company or individual that sends traffic from other businesses (Principal Entity) to customers through Telecom

Service Providers (TSPs). They must register on DLT platforms and follow TRAI guidelines to obtain consumer
consent and prevent unsolicited messages.

There are 2 types of Telemarketers-
* Telemarketer Aggregator (TMA) — Acts as the intermediary between the PE/ other TMA and TMA/TMD.
e Telemarketer Delivery (TMD) — who submits the traffic to TSP
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Abbreviations Jio

* TRAI - Telecom Regulatory Authority of India

* DLT — Distributed Ledger Technology

* SMS - Short Message Service

* PE - Principal Entity

* TMA —Telemarketer Aggregator, who receives traffic from PE and submits to TMD

* TMD - Telemarketer Delivery, receives traffic from PE/TMA and submits to Operator
* TSP —Telecom Service Provider

* OAP - Originating Access Provider
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Key Participants

Principal Entity

Wants to send commercial
communications to customers
ensuring compliance with regulations,
including customer consent. They
must register on DLT platforms.

Jio Telemarketer

Must be registered as TM with Jio
TrueConnect (DLT).

They must follow TRAI guidelines to
prevent unsolicited messages.

Non Jio Telemarketer

Not registered as TM with Jio
TrueConnect (DLT), but they could be
registered with other TSPs.

They must follow TRAI guidelines to
prevent unsolicited messages.
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Why PE-TM binding ?

* InIndia, 1.5-1.7 billion commercial messages are sent every day, taking the total to about 55 billion every
month, according to industry datalseurcel, Such mass interaction leads to higher rate of spamming.

* In continuation of multi-pronged approaches for curbing spam, including measures to prevent misuse of PE
data, PE-TM Chain Binding at DLT platforms of all TSPs are to be implemented.

* Currently, PE transmits SMS via the registered TMs who may further get it delivered by other TMs. This
incapacitates the PE to have visibility over the SMS delivery Chain. It could also lead to misuse of their
headers/templates. This also creates a blind sight for the Originating Access Service Provider (OAP).

* Now on, PE must also disclose their associated TMs, i.e., TMAs and TMD to the OAP ensuring transparency in
the communication chain. TRALDirection

* Commercial Relationship between the OAP and TMD should be legally enforceable, with appropriate penal
provisions, against violations of the Telecom Commercial Communications Customer Preference Regulations,
2018 by TM Delivery
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https://economictimes.indiatimes.com/industry/telecom/telecom-news/trai-move-to-curb-fraud-could-ring-in-an-sms-outage-next-month/articleshow/112748537.cms?from=mdr
https://trai.gov.in/sites/default/files/Direction_16022023.pdf
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Use Cases

PE-Principal Entity — Initiates the Chain
request for sending SMS traffic

TMA-Telemarketer (aggregator) — does not
interact directly with TSP, is an intermediate.
TMA can nominate another TMA/TMD in the
chain

TMD-Telemarketer Delivery — sends the SMS
traffic to the TSP,

TSP-Telecom Service Provider or OAP-
Originating Access Provider or Telco
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Chain Status

Pending for Approval — Action to be taken by the PE/TM on the chain

Requested — Action taken on the chain, chain binding is in progress

Registered — Chain approved by PE and created
Rejected — Chain rejected by PE/TM and closed

Note-Rejected chains are cancelled and have to be re-initiated by the PE, if needed.
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Principal Entity — Chain Initiation

TrueConnect =2 Jio registered PE Login = Username & Password = Mobile OTP

Welcome to JIO's Managed Commercial Communication DLT
Platform

@ Principal Entity| () TM registered with Jio

O TM not registered with Jio
Login As: Principal Entity

User Name *

Password *

......... o

OTP has been successfully sent to your phone number

S000x389
oTe
senss| RESENDOTP &
Forgot Password New Registration
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Principal Entity — Chain Initiation

MY TELEMARKETERS = My SMS Telemarketers

Welcome,
Logged in with PE IO 120°

o A Notifications
Dashboard

&

Published Date - 25-08-2024 I!! Important TRAIN  ...View More

B HEADER SMS v
(1 I . fe |
e Enti ~
B TeEmPLATE v - ty
:2x  MYTELEMARKETERS - Approved Approval Pending Rejected i
1 0 0
My SMS Telemarketers
! J
My Voice Telemarketers
Ve
CTAWHITELISTING
© v B Header sms <
2, CUSTOMERS CONSENT w
Approved Approval Pending Rejected a
1) TRANSACTION HISTORY 0 3 0

w> CAMPAIGN DETAILS

Consent Template

Q

-
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Principal Entity — Chain Initiation

Welcome, .
Logged in with PE ID 1201

© My SMS Chain(s)

Search

o u
<

£

Chain ID Telemarketer Name 4

Requested Pending for Approval Registered Rejected

Telemarketer ID

o)

=+ Create New Chain

Mote: Chain ID is clickable to view details.

Requested Date

tz=ms perpsgs; § - Dofd
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Principal Entity — Chain Initiation

Create New Chain = Search Telemarketers via Name/ID (must be registered on DLT) = Select and initiate
Chain request

Can add upto 5 Telemarketers in creation request

Welcome, -
Logged in with PE ID 1201 @ (B

Create New Chain

Search and Select Telemarketers

[
Selected Telemarketers:
E ~ ABHUEET PUTLTD(ID: 1202171767 185850428),  ABHIPVTLTD {ID: 1202171 TET2208582807,  ABHIJEET PVT LTO (ID: 1202171 767240850388), ABHUEET SA PVT LTD {I0: 1202171TET203E80668],  hawanaafvhijnk (I0: 120217428477258211),
ame o Can select upto 5 This only
Search TMIDTM Name
%~ abhi
o v Select ™ID Name
D] L] 1202171767185890428 ABHIJEET PVT LTD
- Qo 1202171767220858280 ABHI PVT LTD
] 1202171767240850388 ABHIJEET PVT LTD
] 1202171767283880658 ABHIJEET SA PVT LTD
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Principal Entity — Chain Initiation

Confidential

PE-TM Chain Initiation

~
v )
—

chain creation has been successfully initiated Successful IDs:
1202171767259348364
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Principal Entity — Chain Initiation

Selected TMs are notified with an email to take further action on the chain request

Welcome, (g -
Logged in with PE 1D 1207
© My SMS Chain(S) FS————
L Reguested Pending for Approval Registered Rejectzd
B2 -
Search
8~ R . ]
Mote: Chain ID is clickable to view details.

A v Chain ID Telemarketer Name ¢ Telemarketer ID 4 Requested Date 4
o - 1215172959697145280 ABHIEET AUTO PVT LTD 1202171767255348364 22-10-2024

1215172959039325414 ABHIJEET PVT LTD 1202171767155850428 22-10-2024
LA

t P g 1
9
L
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Telemarketer Login

* If TM is registered with Jio Trueconnect, please select 'Telemarketers registered with Jio' on Login Page.
* If TMis not registered with Jio but registered with another TSP (on DLT), please select 'Telemarketers not
registered with Jio' on Login page

Welcome to JIO's Managed Commercial Communicstion DLT
Platform

(O Principal Entity @) TM registered with Jio

(O T™ not registered with Jio

Login As: Registered TeleMarketer

User Name *
3

Fassword

......... &

OTP has been successfully sent to your phone number

Tx000xx679
oTe
....... o RESENDOTP &
Forgot Password New Registration
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Telemarketer Aggregator Action

PE-TM SMS Chain—> Pending for Approval = Chain ID hyperlink

Welcome, . (B -
Loggedin as TM ID 1200 1

(<] PE-TM SMS Chain(S)
Search
L. Voicev Mote: Chain ID is clickable fo view details.
Reguested | Pending for Approval Approved Rejected

Initiation Date Chain Status

1 | 12151729594354558538 | BOMBAY INFOTECH PRIVATE LIMITED 22-10-2024 Pending Action
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Telemarketer Aggregator Action

Action = Approve

Welcome,

Loggedinas TM ID 1202~~~ "7~ "7 } @
e My SMS Chain / Pending Detail

= Details Of My SMS Chain

o

LR

Search TMID/TM Name

- Pmues‘ = _

Telemarketer ID Telemarketer Mame Telemarketer 1D Telemarketer Name Request Date ““

1201164605939521640 BOMBAY INFOTECH PRIVATE LIMITED 22-10-2024 Requested Pending

Approve

Reject
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Telemarketer Aggregator Action

Select role (Telemarketer Aggregator) from drop-down

Select Telemarketer Role

Telemarketer Aggregator (Intermediary)

Telemarketer Delivery (Submits traffiic to TSP)
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Telemarketer Aggregator Action

Search and select other TMs = Approve

Select Telemarketer Role

Selected Telemarketers:
LRV INDIA (ID: 12021665684522589273),

Select Foe Search TMIDTM Name
Telemarketer Aggregator (Intermediary) - 1202166564522989273
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Telemarketer Aggregator Action Jio

Success

Ir.-'_‘-‘\
\
(v)

Approval processed successfully for IDs:
1202166564522989273
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Telemarketer Login

* If TM is registered with Jio Trueconnect, please select 'Telemarketers registered with Jio' on Login Page.
* If TMis not registered with Jio but registered with another TSP (on DLT), please select 'Telemarketers not
registered with Jio' on Login page

Welcome to JIO's Managed Commercial Communicstion DLT
Platform

O Principal Entity Q TM registered with Jio

O TM not registered with Jio
Login As: Registered TeleMarketer

User Name *

Password *

......... L5

OTP has been successfully sent to your phone number
Sxooxx302

..... o ReseNDOTP D

Forgot Password New Registration
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Telemarketer Delivery Action

My SMS Chain = Pending = Chain ID hyperlink

Welcome, ... ..o -
Logogedines TM ID 1202 _ ___ _______._ @ &

(<) PE-TM SMS Chain(S)

Search

Y, Voice v

Mote: Chain ID is clickable to view details.

Requested Pending for Approval Approved Rejected

Temp Chain ID PE/TM Name Initiation Date Chain Status
1 121517295042354538538 ABHIJEET AUTO PVT LTD 22-10-2024 Pending Aclion
temis per psge § Defd
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Telemarketer Delivery Action

Action = Approve

Welcome, |

I D .
Logged in as TM D 1202 @ =

e My SMS Chain / Pending Detail

B Details Of My SMS Chain

LU

Search TMID/TM Name

Requester Request Sent To

- D eneeE e e e R “-

1202171767259348364 ABHIJEET AUTO PVT LTD

2o e

Approve

Reject
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Telemarketer Delivery Action

Select role (Telemarketer Delivery) from drop-down = Approve

Telemarketer Aggregator (Intermadiary)

Telemarketer Delivery (Submits trafiic to TSP)

Confidential
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Telemarketer Delivery Action Jio

Success

N
'\__:/ )

Chain request has been successfully sent to PE for final
approval
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Principal Entity Login

Welcome to JIO's Managed Commercial Communication DLT
Platform

@ Principal Entity () TM registered with Jio

(O T™ not registered with Jio

Login As: Principal Entity

User Name *

Password *
sesneseee &‘

OTP has been successfully sent to your phone number

D000xx389
oTe
seense rRESENDOTP &
Forgot Password New Registration
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Principal Entity Action

MY TELEMARKETERS = My SMS Telemarketers = Chain hyperlink

Wiglcome, B
Logged in with PE 1D 12 @ ‘—B

My SMS Chain(S)

B3 DASHEOARD Requested Pending for Approval Registered Rejected
B HEADER SMS ~
Search
B TEMPLATE ~ ; - ] .
Hote: Chain ID is clickable to view details.
- Telemarketer Mame Telemarketer 1D
:2: MY TELEMARKETERS Chain 1D

Created Date

(Source) (Source)

My SMS Telemarketers 1215172959425498538 BOMBAY INFOTECH PRIVATE LIMITED 1201164603939521640 22-10-2024
) 4 3
My Voice Telemarkeiers
t=ms= perpage: §

® CTAWHITELISTNG
2 CUSTOMERS CONSENT +
£3)  TRANSACTION HISTORY

o>  CAMPAIGN DETAILS
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Principal Entity Action

Chain Summary with associated TM(s) details

Welcome, 0 -
Logged inwith PE 1D 1201 =
PE-TM Chain S Detail
= din summary petalls
.-
ull
Chain ID: 1215172959425498538
B - Search
E ” - R _
° o 12011646035939521640 BOMEBAY INFOTECH PRIVATE LIMITED 1202171767259348364 ABHIJEET AUTO PVT LTD Telemarketer Aggregator
. 2 1202171767255348564 ABHIJEET AUTO PVT LTD 1202166564522989273 UBNI INDIA Telemarketer Delivery Approved
-
Showing 1to 2 of 2 eniries
@ tems perpags: § 1-20of2
L
Confidential

Reliance Jio Infocomm Limited Page 30



Principal Entity Action

Action = Approve

Welcome,

Logged in with PE ID 1207

m | =
<

<

2By

9 -

My SMS Chain(S)

Requested Pending for Approval

Search

Registered Rejected

Telemarketer Name

{Source)

Telemarketer ID ’

o)

=+ Create New Chain

Mote: Chain ID is clickable to view details.

Action

12151729594 25495538

BOMBAY INFOTECH PRIVATE LIMITED

(Source)

1201164603939521640 22-10-2024

Approve

Reject

Y
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Principal Entity Action Jio

‘Confirm’ to create chain on DLT

Do you wish to confirm approval of this chain?

o D
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Principal Entity Action Jio

PE-TM Chain Initiation

—

\

~ )
—

Chain has been successfully spproved
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Principal Entity Action

The Chain request moves from ‘Pending’ to ‘Registered’ and Chain ID is created. It can be used for sending SMS

traffic.

Welcome

Logged in with PE ID 12(

© My SMS Chain(S)

Requested Pending for Approval

B~

Search
8 ~
me v Chain ID
9 - | 1215172559425498538 |

12151725512846 75706
hd W
-

1215172549606265463
2] 7
L

Registered Rejected

Telemarketer Name: 4

ABHIWEET AUTO PVT LTD

URWI INDIA

ASASASAS

ic

Telemarketer ID
1202171767259348364
1202166564522989273

1202164387799055129

Requested Date 4

22-10-2024

21-10-2024

21-10-2024

o)

+ Create New Chain

Mote: Chain ID is clickable to view details.

Chain Status 4

Active

Active

=

Confidential
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Telemarketer Extension

If the TM wants multiple chains (Requested, Pending, Registered),
Extension = Select Role (for another chain) = Approve

If Telemarketer Delivery then no further nomination

If Telemarketer Aggregator then nominate further TM(s)

—
Welcome,

R 0,
Logged inas TM ID 1
e My SMS Chain / Reguesied Detail

Details Of My SMS Chain

~ Search TMID/TM MName

5Sr. No Sowurce ID Source Name Destination 1D Destination Mame Request Date Role Approve Date Extension

1 1202166564522989273 URVI INDIA = = 17-10-2024 Approved TMD 17-10-2024 _
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Telemarketer Aggregator (Exceptions) Jio

If total number of chain participants exceed 5, TM & PE will have to acknowledge the same.

Warning
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Login - Telemarketer registered with lJio

TM registered User Name Registered
with Jio Password Mobile OTP

ic

Welcome to JIO's Managed Commercial Communicstion DLT
Platform

() Prncipal Entity @@ TM registered with Jio

O TM not registered with Jio

Login As: Registered TeleMarketer

User Name *

Password *

......... &

OTP has been successfully sent to your phone number

Sxo0ox302
oTe
..... o ReseNDOTP D
Forgot Password New Registration
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Login — Telemarketer not registered with Jio

TM not registered TMID Registered Mobile
with Jio (on DLT) PAN & Email OTP

Welcome to JIO's Managed Commercial Communication DLT
Platform

(O Principal Entity () TM registered with Jio
@ T™™ not registered with Jio

Primary TM details are
populated from DLT for Login s Non Jio TeleMarketer
authentication. If the —

TM has to get them I o
modified, they must
connect with the TSP

OTP has been successfully sent to your phone number

they registered with B e e
first. R 9
Enter Emall OTF
...... [ Y
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THANK-YOU
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